
 

 

CAT Sunset Statement  
 

The Federal Financial Institutions Examination Council (FFIEC),1 on behalf of its members, is issuing this 
statement to communicate the agencies will sunset the Cybersecurity Assessment Tool (CAT)2 on 
August 31, 2025.   
 
The CAT was released in June 2015 as a voluntary assessment tool to help financial institutions identify 
their risks and determine their cybersecurity preparedness.  While the fundamental security controls 
addressed throughout the maturity levels of the CAT are sound, several new and updated government and 
industry resources are available that financial institutions can leverage to better manage cybersecurity risks.   
 
The FFIEC will remove the CAT from the FFIEC website on August 31, 2025.  After much consideration, 
the FFIEC has determined not to update the CAT to reflect new government resources, including the 
National Institute of Standards and Technology (NIST) Cybersecurity Framework 2.0 and the 
Cybersecurity and Infrastructure Security Agency’s (CISA) Cybersecurity Performance Goals.  Supervised 
financial institutions can instead refer directly to these new government resources.  CISA released Cross-
Sector Cybersecurity Performance Goals in 2023 and is preparing to release Cybersecurity Performance 
Goals for the Financial Sector later this year.  These resources were developed to help organizations of all 
sizes and sectors manage and reduce their cybersecurity risk in alignment with a whole-of-government 
approach to improve security and resilience.  The FFIEC will discuss these resources during a banker 
webinar this Fall.   
 
Supervised financial institutions may also consider use of industry developed resources, such as the Cyber 
Risk Institute’s (CRI) Cyber Profile, and the Center for Internet Security Critical Security Controls.  These 
tools can be used in conjunction with other resources (e.g., frameworks, standards, guidelines, leading 
practices) to better address and inform management of continuously evolving cyber security risk.  
Supervised financial institutions should ensure that any self-assessment tool(s) they utilize support an 
effective control environment and are commensurate with their risk. 

 
While the FFIEC does not endorse any particular tool, these standardized tools can assist financial 
institutions in their self-assessment activities.  The tools are not examination programs and the FFIEC 

 
1 The FFIEC members are the Board of Governors of the Federal Reserve System (FRB), the Federal Deposit Insurance 
Corporation (FDIC), the Office of the Comptroller of the Currency (OCC), the Consumer Financial Protection Bureau (CFPB), the 
National Credit Union Administration (NCUA), and the State Liaison Committee. The FFIEC was established in March 1979 to 
prescribe uniform principles, standards, and report forms and to make recommendations to promote uniformity in supervisory 
matters. Issuance of this statement aligns with the FFIEC’s mission of promoting consistency in supervisory matters. 
2 The National Credit Union Administration will continue to support and encourage credit unions to use the Automated 
Cybersecurity Examination Toolbox (NCUA ACET).  Use of the NCUA ACET is voluntary and can be downloaded from the NCUA’s 
website. 

https://ncua.gov/regulation-supervision/regulatory-compliance-resources/cybersecurity-resources/acet-and-other-assessment-tools
https://ncua.gov/regulation-supervision/regulatory-compliance-resources/cybersecurity-resources/acet-and-other-assessment-tools


 
 

members take a risk-focused approach to examinations.  As cyber risk evolves, examiners may address 
areas not covered by all tools. 
 
Resources 

• NIST Cybersecurity Framework 2.0 
• CISA Cybersecurity Performance Goals | CISA 
• Cybersecurity Performance Goals: Sector-Specific Goals | CISA 
• Cyber Risk Institute Cyber Profile 
• Center for Internet Security Controls 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.nist.gov/cyberframework
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/news-events/news/cybersecurity-performance-goals-sector-specific-goals
https://cyberriskinstitute.org/the-profile/
https://www.cisecurity.org/controls

